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WHEN YOU TRAIN PREDICTIVE MODELS
ON INPUT FROM YOUR USERS, IT CAN
LEAK INFORMATION IN UNEXPECTED UAYS.



ANONYMIZAT(oN # PRIVACY



ANONYMIZAT(oN # PRIVACY




ANONYMIZAT(oN # PRIVACY

$1N\ pride o meYDVL 4pom Ntfx’s  Wiommendation &J-&o Ea o/
Dagatd © 100 M N\)}'Mﬁf ) 4L Qo k Wsens |'F k. moves



\|

NETFLIN

92108

E G‘A‘\'P(K"‘I\ Y:a]rm'n( Uw;: $ 1 000,000 =
G
ONE MILLION K’/’Ub
The Netflix Prize - ilenge




Search...

aI"(]._V > ¢s > arXiv:cs/0610105

Computer Science > Cryptography and Security

[Submitted on 18 Oct 2006 (v1), last revised 22 Nov 2007 (this version, v2)]
How To Break Anonymity of the Netflix Prize Dataset

Arvind Narayanan, Vitaly Shmatikov

We present a new class of statistical de-anonymization attacks against high-dimensional micro-data, such as individual preferences, recommendations, transaction records and so on. Our
techniques are robust to perturbation in the data and tolerate some mistakes in the adversary's background knowledge.

We apply our de-anonymization methodology to the Netflix Prize dataset, which contains anonymous movie ratings of 500,000 subscribers of Netflix, the world's largest online movie rental
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APPLICATIONS

Adoption of differential privacy in real-world applications [edit]

See also: Implementations of differentially private analyses
To date there are over 12 real-world deployments of differential privacy, the most noteworthy being:

«2008: U.S. Census Bureau, for showing commuting patterns./?']

« 2014: Google's RAPPOR, for telemetry such as learning statistics about unwanted software hijacking users' settings.[22I(23]
« 2015: Google, for sharing historical traffic statistics./?*]

¢ 2016: Apple iOS 10, for use in Intelligent personal assistant technology.[25]

« 2017: Microsoft, for telemetry in Windows. 25!

« 2020: Social Science One ! and Facebook, a 55 trillion cell dataset for researchers to learn about elections and democracy. 271128l

¢ 2021: The US Census Bureau uses differential privacy to release redistricting data from the 2020 Census.?°!
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