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William Weld

Few days later : Sweeney mailed Weld his medical records . "





87 % Americans can be identified uniquely
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$1M prize to improve upon Netflix's recommendation algo by 10%.

Datast : 100M ratings , 400k users , 17k movies
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Netflix data + IMDb data -> Possible to learn

("anonymized") (non-anonymous sensitive
, non-public info

kageattack

Voluntarily posted public info about> All ratings privately
some of one's liked/disliked movies on IMDb entered into Netflix



--- many
other examples !

* Membership inference in genomic
studies

[Homer et al, 2000]

* Memorization in newel networks

(Carlini et al
, 2021]



ANONyMIZED DATA ISN'T
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Survey : Do you smoke ?

Want to determine # smokes without violating privacy.

Perfect privacy : Everyone reports No not useful :

Any other way ?
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Probability of responding YES
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is at least I regardless of

anotherRespond trathfully I zip voin
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Tails Heads Can "pretend" to be an
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PLAUSIBLE DENABILITY

Survey : Do you smoke ?

Accuracy
A participant flips a fair coin. n participants

p fraction are actual smokes
Tails Heads

Respond trathfully 1 fep anothea IE#YEs in Surrey] =

up . (f) + n(l-p) . i
Tails Heads =+

Respond NO Respond YES
Can determine p without

violating individual privacy
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Privacy is NOT a property of the published data

It is a property of the mechanism used to publish the data
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Analyst cannot tell which universe they are in.
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An algorithm is differentially private if its distribution
over outputs does not change much after adding/removing one point.
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Dataset :
& S

-
S

um

ALG > Output

I -
T

Why is DP a reasonable guarantee ?

Adversary can't tell if a user has in the datasetor not.

User can plausibly deny its presence ("smoking" survey example)

Protects uses from any additional ham due to its participation.
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DIFFERENTIAL PRIVACY
[Dwork , Misheny ,

Nissim
,
Smith TCC2006]

ALG is (2, 5) - differentially private if
for all datasets X

,
X - X that differ in one entry and

for all events S2Y

Pr[ALG(XeS] < ePrLALG(x) es] + S

* Bounded multiplicative increase in the probability of any event

* Smaller E ,
8 > more private

*S : probability of total privacy failure
↳ helps with "rare events"
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WHAT DIFFERENTIAL PRIVACY DOES NOT DO

DP does not prevent inference

& A publicly known smoke participates in a diff - priv study on

"Does smoking cause
canor" ?

* Study reveals "Imoking causes cancer."

* Was the Smoke's differential privacy violated ?
No !

A "Smoking canus cano" is not their secret
,
it is a fact of nature

* Would have been inferred , whether or not this person participated.
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Goal : privately compute f(x)= Xi
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LAPLACE ALGORITHM

return f(x) + Z ,
where zv Laplace()

- E(x/

Laplace It1d e :
two-sided exponential distribution fix

Output of algorithm = sample from this distribution

Exercise : Prove that f(x) + 2 is 12 , 07 - DP.
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Privatizing histograms



APPLICATIONS



http://www.gautamkamath.com/
CS860-fa2020.html

FIND OUT MORE AT

course by Gautam Kamath
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